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Description of Project:
Low power operation, compactness, security and privacy through specialized hardware

guarantee performance efficiency, portability and information security. Adiabatic logic
circuits demonstrate significant energy recovery capabilities for resource constrained
systems implementations and also possess inherent security features. Literature proving
robustness of adiabatic logic for security against side channel power analysis attacks have
been published, through DPA and CPA mechanisms. Lightweight cryptographic algorithms
are the candidates for checking use of edge applications. This project aims to analyze and
validate power side channel attack resistance of lightweight block cipher PRESENT using
secure Charge Balancing Symmetric Pre-resolve Adiabatic Logic (CBSPAL) through deep
learning algorithms. This study will explore the feasibility of using adiabatic logic

implementation for compact and low power edge solutions with security benefits.




